


* Three data generation methods, PGC and
UGC promote AIGC by providing training data.

A COMPARISON OF CONTENT CREATION MODES
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Unlearnable Examples Give a False Sense of Security: Piercing through
Unexploitable Data with Learnable Examples ACM MM 2023
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JCDP

[lefuse Process

Joint-conditional Reverse Process

\_[ Joint-conditional Diffusion ]_/

Purification(JCDP)

1
p(X %) = 7 exp(A1D,,, (X¢, X¢))

Dm(ft;ft) — ”f; - ft”Z

MSE

( ~ ~ o~k 1 ~% o~
p(P(Xp), |Xe, X¢ ) = EeXP(AZDp (X:,%¢))
Dp(ft; X)) = ”Cb(ft) — (%)l

LPIPS |

The diffusion process:

T diffusion step

q(X1.71%0) = [1i=19 (X¢| Xe—1)

The Joint-conditional reverse process:

given a DDPM(y,,, o£'1)

the conditional transition operator
Py (X{_1|%, X, @(Xp)) = N (1 + 07 (dy + dy), 0f'T)

obtain the denoised learnable sample
Xi_1~N (up + 0f (dq + d3), ofT)
dy = Vz:log p(P(Xp), |%e, X )

l l

dy = —/11V55>tk D (X, %) dz = _szfzﬂp(f;;ft) 10

dy = Vg;log p(X¢|%¢)
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1 Evaluation on Supervised UEs

CIFAR-10 (Clean 95.3) CIFAR-100 (Clean 78.8) SVHN (Clean 96.2)
Countermeasures
EMN [22] EMN(C)[22] REMN [12] LSP [48] EMN [22] EMN (C)[22] REMN [12] LSP [48] EMN [22] REMN [12] LSP [48]

Vanilla 21.2 20.7 20.5 15.0 14.8 4.0 10.9 4.1 13.9 - 7.3
AVATAR [7] 91.0 - 88.5 85.7 65.7 - 64.9 58.5 93.8 88.5 83.8
ISS [26] 93.0 - 92.8 82.5 67.5 - 57.3 53.5 89.9 - 92.2
AT [27] 84.8 85.0 49.2 80.2 63.4 60.1 27.1 58.1 86.3 70.0 80.2
AA [34] 90.8 - 85.5 84.9 70.0 - - 67.4 88.7 - 92.6
LE (Ours) 93.1 94.0 92.2 92.4 70.9 67.8 65.3 68.7 94.7 89.9 93.3

1 Evaluation on Unsupervised UEs

PJl1
Data Backbone Clean CP[17]
Vanila LE (Ours)

SimCLR 90.4 44,9 86.6

CIFAR-10 MoCo v2 89.3 55.1 86.0
BYOL 92.2 59.6 85.7
SimCLR 63.6 34.7 57.4

CIFAR-100 MoCo v2 65.2 41.9 57.1
BYOL 65.3 39.2 57.2
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1 Performance Analysis

S iR =R YU - Countering against Stronger UE protection
SETTING DAta S-DistriBuTioN EMN LSP
VANILLA 21.2 150 SCALE |STANDARD AA [34] AT [27] ISS[26] LE(Ours)
(1) CIFAR-10 CIFAR-100 92.1  89.1
8 /255 21.2 90.8 862  93.0 93.1
VANILLA 148 41 16/255 22.6 86.7 83.1 63.4 87.3
(2) CIFAR-100
CIFAR-10 66.9  66.0 24/255|  21.1 79.3 82.4 - 83.9
‘) CIFAR-10 SVHN 89.3  85.6
CIFAR-100 SVHN 529  54.1
Note: LE S IERARE L RN HALE - Model Transferability

UEs ez .
‘ s : Model Clean EMN LSp

— " — Vanilla AA LE Vanilla AA LE
LEs = AR

, , : Resnet-50 944 252  89.6 932 149 842 927

(S1) ; DenseNet-121 951 349 912 93.1 227 862 92.3

' q .
LEs b \
(S3) . g ;
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*  Fine-tuning vs. Training from Scratch

FT JC Stees | EMN(CIFAR-10) EMN(CIFAR-100)
X X 80000 90.6 69.0
v X 1000 91.4 69.3
vV X 10000 91.9 69.7
v V' 10000 93.1 70.9

+ Joint-conditional Diffusion Purification vs. Unconditional Diffusion Purification
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MACE: Mass Concept Erasure in Diffusion Models

Shilin Lu!  Zilan Wang! Leyang Li' Yanzhu Liu> Adams Wai-Kin Kong'

School of Computer Science and Engineering, Nanyang Technological University, Singapore
Institute for Infocomm Research (I?R) & Centre for Frontier Al Research (CFAR), A*STAR, Singapore
{shilin002 , wanglog8z, 1ile0005}@e .ntu.edu.sqg, liu.yanzhu@Ri2r.a-star.edu.sg, adamskong@ntu.edu.sg
MACE

MACE

T Better

—— MACE
—¥— UCE
—a— FMN
— AC
ESD-u
—4— ESD-x
—e— SLD-M

Overall Score

00 1 5 10 100

‘a photo of Paul Wesley’ (unre/c;ted)
(b) Celebrity Erasure

# of Erased Celebrities

I
|
I
I
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
I
I
I
‘a photo of the aircraft’ (synonymous) !
I
I

(a) Object Erasure (c) Scaling Erasure up to 100 Concepts



Feature Unlearning for Pre-trained GANs and VAEs (AAAI12024)
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Reliable and Efficient Concept Erasure of Text-to-lmage Diffusion Models (ECCV 2024)
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{EFASDV1 A RAYRR A A portrait of Adam Driver.




(EAASDV1 44 HIRR S STHIHER

A sketch of Adam Driver.

(EEFAMACERUERELHITEER
A sketch of Adam Driver.
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An image capturing Adam Driver at a public event.
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An image capturing Adam Driver at a public event.
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Security and Privacy on Generative Data in AIGC

Generative Data
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